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Table 1 The measurement volume that needs to be
tampered when conducting voltage amplitude attacks
p.u.
prielllhey s ellll(Es TGE BT BE R N
P, 0.202 1 +0.244 8
(0 0.685 2 +0.822 3
P, -0.076 0 -0.061 7
Q4 -0.016 0 -0.151 6
Py -0.942 0 -0.0557
Qs 0.170 0 -0.1356
Py 0.457 0 +0.066 7
Q24 0.027 2 +0.165 8
Py s 0.829 9 +0.059 8
Qa5 0.017 0 +0.168 6
Q. 0.161 6 +0.018 2
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Fig.3 Results of bad data detection under
voltage amplitude attack
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Table 2 State estimation results of AC

part under voltage amplitude attack p.u.
_ H R MR L EAH A

T wikwl dulkE dohel dohE
1 1.046 8  1.046 9 0 0

2 1.0294  1.0593 -5.3452 -53298
3 1.0069  1.0065 -7.5939 -7.6184
4 0.9975 0.9971 -9.3125 -9.3666
5 0.9962 09957 -14.2828 -14.4189
6 0.9964  0.9959 -11.0957 -11.1799
7 0.9897  0.9892 -12.9420 -13.0576
8 0.9956  0.9951 -11.8461 —-11.9429
9 1.0186  1.0182 -14.1584 -14.2940
10 1.008 6  1.0090 -15.8559 -15.9857
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Table 3 State estimation results of DC
part under voltage amplitude attack

re— ki H G
' Homn o wEm R AR
BWHE/KY 514,968 -509.116 515.054 -508.993
R f/(°) 22547 25.571
SRR/ () 15.001 15.001
AEWAMEF/A - 37.073 35981 36.970  35.983
ERERS/(°) 27760 159.517  30.332  159.557
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Table 4 The measurement volume that needs to be tam-
pered when conducting voltage phase angle attacks

p.u.
el JE Wit B MU A RN
P, 0.202 1 +0.233 5
0, 0.685 2 -0.077 0
P, -0.076 0 -0.045 3
0, -0.016 0 +0.018 7
Ps -0.942 0 -0.040 5
Qs 0.170 0 +0.016 9
Py 0.457 0 +0.047 6
Qa4 0.027 2 -0.011 8
Pys 0.829 9 +0.043 8
025 0.017 0 -0.003 2
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Fig.4 Results of bad data detection under
voltage phase angle attack
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Table 5 State estimation results of AC part

under voltage phase angle attack p.u.
. H R A FLH AR A7)
U ek sbR R Sobie
1 1.046 8  1.0482 0 0
2 1.029 4 1.0309 -5.3452 -4.8323
3 1.006 9 1.0084 -7.5939 -7.599 6
4 0.9975 09990 -9.3125 -9.2858
5 0.9962  0.9977 -14.2828 -14.2417
6 0.9964 09979 -11.0957 -11.078 4
7 0.9897 09913 -12.9420 -12.904 5
8 09956  0.9971 -11.8461 -11.9119
9 1.0186  1.0200 -14.1584 -14.146 7
10 1.008 6 1.0111  -15.8559 -15.813 4
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*6 HBREHARG TERBIREEITER
Table 6 State estimation results of DC part
under voltage phase angle attack
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HRTRE M/ (°)  22.547 22.712
YRR/ (°) 15.001 15.001

A AN L I/ A 37.073 35.981 37.068 35.975

IRRARSE/(°)  27.760  159.517  27.745  159.534
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False data injection attack method against AC-DC hybrid systems
XIE Yunyun', YAN Xinteng”, SANG Zi*, YUAN Xiaoshu®, YIN Minghui', ZOU Yun'

(1. School of Automation,Nanjing University of Science and Technology ,Nanjing 210094, China;
2. China Railway Shanghai Design Institute Group Co.,Ltd.,Shanghai 200070, China;
3. Central Research Academy of DEC,Chengdu 611731, China)

Abstract ; False data injection attack is one of the important factors that threaten the safe and stable operation of power systems.

The research on the methods of the attack against power systems can provide decision-making basis for the improvement of

power system defense measures. Considering the operation characteristics of high voltage direct current ( HVDC) converter

station and AC-DC coupling characteristics ,a false data injection attack method for AC-DC hybrid system is proposed. Firstly,

the basic principle of state estimation of AC-DC hybrid systems is analyzed. Secondly, the attack strategy in AC-DC hybrid

systems is proposed ,and the attack model is constructed. Finally,the improved IEEE 30-bus system is taken as an example for

simulation verification. The results show that the false data injection attack against AC-DC hybrid system can bypass the bad

data detection algorithm and endanger the safe and stable operation of the system, which verifies the effectiveness of the

proposed model and method.

Keywords : false data injection attack; information attack ; state estimation; AC-DC hybrid system; bad data detection; at-

tack strategy
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