U ER TR

2020 4 11

Electric Power Engineering Technology

£39% FHol 26

DOI:10.12158/j.2096-3203.2020.06.005

HL E o 0

S Lt M

B, wEF, FH, X PFE, RTR
(PSR AR R L AT R A A TEA5 FAT 211102)

[een

2

R

o

B B AR AR LM G L B EE 2P AR R R, & TR RLIREE— 50 Bt
B F AT B s A A, R AR AR I B R LSk @A R 35 . AT R B AR R B 4k 09T B,
XFREETEELENLRBREAT R, ZREG PR FHLR BBETERG LA NELE &

WENAR R ZEFHELERT RO HRER, AR TARARGELERELEBE, ZEMNKERK

B, 3% R IR T AR B R AR, TR AR P 48 S S e, P AR 49 I AL T R TR

2 PMU. F ok 35 4 1) [ B 4456 3X 4o
KR BT E AL HFEL
HE LS TM769 XkFRERD : A

0 3|7

Bl TR ML AR R B AT M ) T, 45 AT
NASE T R & e AN SO A
b T E AR S B L 7 R GE 25 R T e 1Y
Xt [ SRR 4 A IR A R L M ARIE
HL ) ARG AT 1 B 722 4, B R BB U 1 3
AR R G L 2P HE ) (EZ L ek
B S 14 54 ) PUE T (L Wit R G A
Pk I £ (36 530, i i it T G o
PR

RS i PRI Mt 6, 2
A PR B 46 v Rl T A R 2 R T
St VI 2 R A T WA 5 T XU OB AR A T AR R S A%
GEHLIEARLE , BA B IR RRE | B 32 A5 S A5
SR TR A T MR R R A
RV ALY R e & H R o & I I 2. | T
T332 H il 1oy TR S5 1 B, 4% 48 1) v B B A )
2y 07 T IO 24 B 05 B — | L 3 O R FE AR MY
Vet F A i 2% e 4 Al [ P A S Skt
BRI E, (B AE S8 B FH H AT SR AR D5 ] 524X
CRARTW N €15 9T TG N S G i (S
PRI DL SIS 42 42 J7 TR 2 R gtk it 2015 48
] 5K HL IO 28 R 1 S ST 8 — 1 W) 9 r T O
MPE-57 B R 04 5 X b ) v AR BTt 10 ) 28 o
ARG, LG — W8 2, A & AL 452
1) FL B BT o 2 TS R BTt B kB, AR5 o)
WA B #9:2020-05-28 ;442 B 4 :2020-07-03
A2 R B R WA A ST B (SGLNJZ00Y]JS180-
0187)

2 YRS :2096-3203 (2020) 06-0026-08

2GR

SCHTE S e 48 F BE S o 2% i 42 4 B 4P 9 555
A REAIE L, B0 A 8 T B2 A5 TAAIE L 1 3
Blmoe e S W2 B A 5 0 55K 5 L IR
RS I <5 5 T, 4t 1 R R o R i £ L AR R
BRI 5 o A HAR GE R fL BB T 2 0 U5 56 L 1%
PES TN LWL S U EE 7S L KT E R SV €S
(NG

1 BELinREin@E

g iy BE i AR SRR AN IAT 1 TR, 73
P2 R PRE R o 2 =80 )2 B B
fhr OB, ST — UCHL TR L TR 0 — /M
o A1 JZ H A AR A M 2 i 2 A, TSR
UCHL Hs FLIAL A5 5, 1530 HL BB JBHR 45 LA b, o 2ok %
HI# A R it bk 2 T R ge. Fuh)Z
e 55 45 AR w55 2H 0, B 5T 12 WACHEL B Jo I N ¢
S BACH , oF v IO B FEL B SR AT 0 A A AR SR
H o AL RE SR R GEARAA AT DU 31, i fE R
L Jm TR )2 B o TR Bds b, 283 B %
o el 8 BT KA A T, 2R 43 B Tl 55
=Ko GhmMgs B R KE T RS R, — B
B SRR R U, o AR BB AEREZ T,
R T S s A7 S, D) AT S0 o
B RS

FEBY) TRESEFras A7 v, A4 48 v BB Jo o 2 i 5k
ZA5 B 25 R, R R AR BE ) 1, 2%
RHELL R ILA 51

(1) VilaA . 20 i T HL ik = Bk, £
FETRT L P8 DU RE ¢ UM HL A 2] B 1A



RLRE U Tk A R S
TAESA TAEEEB RS A RSB

25/ 20 &8 &n

EE 0

ERAYPN -
,ﬁﬁﬁﬁ ECLEZ
_______________ IRIGBI#
e w2 ] *D—i‘ ey
TR H KR & TR

E1 BHERERFREM
Fig.1 Architecture of power quality system
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Fig.2 Principle of digital certificate
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Fig.3 Authority configuration process

ARG LRV R . SCP R

TR Sy 2 18] 38 45 4o A1 %o R B9 XU i #a
TR, LREA X S, 2ot A — XA 8
M. THHRAAE A O R MZaR A, &
v P A B OV A T 280

T AR SRR I, ke B 0 S B AT
I RCE WV IS, B AR R
o B L TR RBEE N, 6 LR A AT
I, TRV AR IS, M B B9 R i 2 2
o B 2 P sty DA P 4 b BTCEBRC S8 45080 , b e ik
M firp , RO B A 0 L AL BH A ] A 25 5l

HAARSEHL b, 5 THAR R proj SUHEJS , S fdi ]
—> Hash S35 1H545% 8] proj SCIFAIH 2L, ARG TR
T B A FA B X T 40 22 0 A7 0 %, B U 4%
% B T B B A BIX proj RS2 HEF TN ,
FEANE 4 B o

E

T Ef# i Hash& ik
T SO 4k 22

proj SCAF A

TR B O R 5 proj
P R B T

I

Ll

T A H E AR proj
ANHL 76 44 HEAT

proj 3
(n#)
B4 HFEERMERE
Fig.4 Digital signature and encryption process




& AH) ALK 30

TH T8 proj SUIF4 3 E., B GRE B HRIL
PRI T B O R AP T A 5, SR 5 3 B Al
P 2 910 B 26 44 R AT B 25, 0 2R 56 25 h
Iy, MR UEA R 25 2 e T RA . e 3 B
FAIFI Hash 535 SR 19 proj ST 4 220
WA SRR 25 215 2 A i AR TR, IR A mT
AL proj SCFA&H MLEh , oA BTG, AR i
5 FR.

E R ER]
R PR

it R ST
AN A B ALY N

8L

R E M Hash 80k | B THAY
B2 9 il 0F (e W DO 6 R i

UG I, A5
Z A HIAGEE
TR A

FRgLduts o B0 T RE 23 5 1 28 i A 55 s v P BB
TR ARIREIE Z LRI R BAABEL T
— AN i, AN IR 5 et WA IR
InzEcR RS 7 20, B0 da Ak m 25— Uk, sk e %5
Uit 2 U o 0 25 N AE 0 TBC - R N 320 TE O
3R 25 U S0 IE RN A RIIERCR

(4) Zit¥iti, XFF TCP SYN iz it \UDP
Uk ICMP 2 LS5 R 25 T it , SR8 T HRAE R G
WO (o SR P ISORR A O R A R e,
Linux ,Unix S5#FEARITIZ BE LT
3.5 #FMEME

KM A3 X R Y S, 23 flash %] 43
2 ANX  mtd]l Al mid2, mtdl 402, mid2 55157 Ad
Bo RHST I 8F R B X aE 1T R T G B AT
MDS A RCHEAL B, R 50t A, )R B s A7 A% A
W B AR IR | < 37 2 R X BB R A P R A T 3 SR 5
Ko B R ILIE 6,

3¢ B Fmd5 5 BB Hmds5E
P ATRE AN P AR AN
Hic B AT K0 P B AT R

1
prop CTF | [ 2L kI
AR || TR R

156 J I, proj
SR B

proj LA
SOEEE

L5 R Y], proj
SCAESEEE IR

ES5 MEBRES5HAFRE
Fig.5 Decryption, signature verification
and hash process

3.4 MBI

AT S BTE 0 288 T, 4 T 4 i A 295 At R A
REJT , BARSCHE I an T

(1) AZe4edmH o >R nmap B0 344 0 1
AR AR 4 4 445 2R 5 P AN 22 4 1 i 11 40 21 (fip ) (23
(telnet) 22, 7£ Linux Z ¥ /E RS 8 o A profile
Hr g vsftpd | telnetd 2518 3452 .

(2) PPl BEXF MMS 284758 Uh iUk R B
W, g4l COTP ., OSI-SPDU . Init Grammar ., Init
Damage BT o 47 K BN R 2 BB L
MMS AL,

(3) #ifirds . R FUZZ 12 &R a5t
AN SR 1 BEA T S, U R TCP & T

LT Al
e B R8N

R I
G (170 A
1317 12/ AL E

o ——

E6 #M5RERE
Fig.6 Backup and recovery process

3.6 FHLE

W LR IR 2 4 A0 A A A B < PN AE O3 TG BRI
PR IGA TR, BN malloc TIBEA free, 1 A
RGNAFFEIS . IR AE 1R - IR T 1A A 45 B 5k
AR, INAEAR ) 0% BR) A6 16 A AR PR R IR i R
Jp S kB R AN L (A5 2 0 D) 8 R 15t
B EBRENNE . NAF IS AU TR A o
T Bl ) 380 A K 4h 2 18], 368 o I o de O B
VIR ARTE WA 5| R R T 3 10t 8 o e o AR %2



31 Pz S U RE IR Zm {5 B Z et BV

S pR R strlen (strepy SEAR 42 pR B, 51 A HERR
Ui 1, 25 b 1l R 5 AR MR G 4 o B TR R 458
T A e AL RS B O T A

FERUEAD 2 4, B T R F ™ s 5O AU RS U
iR G — 5 9w 5 LI, JF & A G AH B
review Ab, b AJ SR OB 0 AR A I 7 5 G
Coverity, Coverity [0 M5 ZE R0 85 B & &
A ke B 42 4 T T, S RS B L AT AT B A
1R, XA C/C+ +, Java, C #, Javascript,
Objective-C , Python, # SCAFIAL#E ( PHP . hypertext
preprocessor, PHP ) 4515 5 .

4 ik K M A

SCH A e R BT Y H B BT A ) 2 i
25 AR 22 A Bt i H BB BT d s ) ¢ g 6 47 U
O F o P M T 2% S ) BE R AR ), CPU SR RS 1)

g4 TR [ Y b PR #S ( performance optimization
with enhanced RISC-performance computing, PPC) , 2
45 800 MHz il {5 ™ 1 100 Mbps, %15 B4 42 il
Fran i, mlatas R 3k 3,
*3 FEEREMK
Table 3 Information security test

it e e o5 0.2 2
S5 o
DOS i (80 Mbps) Jvk v BATIE R
i FuzzeR ik O UL BIHEN
T paee ! e
ST fgﬁ%ﬁ T B
o P 4
SO 1% WA T
DLLUWEAMGE  Aiflik DLLIH 45460k DLL
BERGEOME R AR KA
. FAUR A2 ‘
A 7] HLURHy root FI KEBH
S PR FR R TR
. tetede e o
b i ks S B

(1) DOS ;. Jtifin SYN flood . UDP flood il
ICMP flood it 5t 80 Mbps , Il 2 £ Iy 1F 4 Ml 55 & 75
1B

(2) FUZZ Yty o A48 MMS 8 38 st 11 15 T2 %K
i, k] UDP/TCP J5 2 & 3% , M2 sl 55 42 75
1B

(3) HHuds o YRR Sl SCake A7 8ty
AR Aie 5 VPR k.

(4) ¥ 43 . SR nmap T H AT % 1, X
AR5 PR S AT F9 8 A R A 2 R DOT R &
P H .

(5) WIsCiia, PR = i Sl SC A
Z IR R I SO

(6) zh1##E (dynamic link library, DLL) 1 A3
dio X% i THAEAT DLL A, Wil % F b TR
et R4 Rk DLL,

(7) BURME B EE . KR SAFEH P 4
B TR A LA e K e SO 44 A5 AU A R T R

(8) HEALTFIR] o A DK FH P o 15 A7 A A T
N sy B P AR A P R A
B R AT N

(9) XMFEZ R KD AR R L SO T 2k
IRE , ARSI EEFTT BINRE.

(10) ijm) o3 o RARFFFEAT AL S , A2 75
FEAEAEA R 55 T | 2% b DX Vi i T 1) | 4 28 O )
JBCHEA FH S5 e T

GG L RE Jo A 2 i AH LU, 38 3 U5 R) 3 ALY
P A A 1 AR A AR 125 U5 1) 5 8 3o A 0 42
SRR 3 FH P BB, 3t 5 JC AN R 73 3 A ) AR 3% K
FRSA T 1) 5 368 4o %ok B 40 9 A 26 44 I8 58 12, PRIE
TR A R e R S L M Tl G R G
IR0 AR FH o 11, AP et 7 4 AR e A0 Bl R, 10
AT PR B 1 0 265 Al 5 3 aod 2 7 M 4 R AR 3
PR R FIBC & e A I, i T R & iy 5 Ik
AL 5 38 5 A AG D AL ], AU )2 T 4 1 4
24t 112 55 Ul 2 o X U U IR R AR ] R
FHAERR o 1G4 15 30 h 2 o) HLZE R I 4.

F 4 ZuExd iR
Table 4 Terminal comparison test

X b J et U A
ILES 7 SR
] 7 SR

SEREME S L 7 L
ZESiah 5 L
#whSmE 7 iR
R 7o iR

SCHP BT R RE TR 2 S AR AT TR) | A 4
il SERPE S L L M S B A SR PR
LRI AT T 0 (2% 1& A ROt B Al fig
PR 4 22 xR, xS ) iz 1 T A% L IR A
PR LR REAL L 0l L R B e
PR AR T N A8 i i 55 0 5, mT A R
TEVEF RS Lo AR A I 1o 4 T i, AR A B 25 2k S 3L



& AH) ALK 32

DRSS, SR AN T2 G Bl 7 R 2R SRR 1 — 36, A AR T
TR RE SR I AR G R 4 A

S A

SCHRER S £ 48 L BE i AE AE B 2 R R A
BRI IRALT 1] A oo o8 B S AL e
s Ay SRR IR A A T R T
Jr5E o B A)E G AR AR I B AL ) 5 A e sl
AR ARTE P U ) FOBRA 5 1) 5 56 % 1 AL 25 1
UE TRERS RO 52 B A BT 1 A 0L B T 4 T ok
LAl b 5545 1k 5 2 03 5 UK 2 AR A i A
B S ISR AL 5 PR L 4 ORIk U5 A J2 1 i
Ui R R o BT S RO AR R T 4 s AT A 4
PRy

SCHE 8 7 83 RE A5 T T 7 v il ) g =
PR % PMU | 57 45 S5 A S 28 3, AR AT
IS RER SN =3 e R Kok A R B G N X
VRO DR 22 4 55 5 1T 2% FE AR I 3 FH B9, % 4 T2
HL i (B 2 A AR L 2R N A IR KRIN S % & X
SN
SE
(1] 8, B s, 55 B RGNS EE R BT ]

ML R % H 3k, 2016,40(5) : 148-151.

NI Ming, YAN Jie,BO Rui,et al. Power system cyber attack and
its defense[ J]. Automation of Electric Power Systems,2016,40
(5):148-151.

(2] #BERH, EWedi. Sog =i de s R M4 20k 510 M AE

BRI RET] B R% A3k, 2016,40 (7):
144-148.
TONG Xiaoyang, WANG Xiaoru. Inference and countermeasure
presuppostion of network attack in incident on Ukrainian power
grid[J]. Automation of Electric Power Systems,2016,40(7)
144-148.

[3] BERRERHEZ DI 2. BT IR G L PP ME (

FRIEMBFEER G 2 14 54)[S]. 2014,

National Development and Reform Commission. Regulations on

security protection evaluation of power monitoring system ( No.

14 of national development and Reform Commission) [S]. 2014.

KRR, B W RG22 S0 5 (EREZ 4 36

S)[S]. 2015.

National Energy Administration. Overall security protection

[4

[}

scheme for power monitoring system ( National Energy Security
No.36) [ S]. 2015.

[5] 2%, AREF A A, 55, ik S pr He A HL TR0 HRL AR J5T 3k 2 A7
SR RATAE ] i RGP SR, 2014,42(1)
54-61.

PENG Hui, ZOU Shu, FU Yongsheng, et al. Research of the
power quality problem and treatment scheme for impact loads

connected into Chongqing power system[ J]. Power System Pro-

tection and Control ,2014,42( 1) :54-61.

(6] X455, 23Uk, PRIRHT , %6, Hh IRFC W AR 2R F P B

REBTHRFEDT ST [T ]. B RGP 545, 2012,40(15) -
150-155.
LIU Shuming, LI Qionglin, CHEN Dongxin,et al. Study of power
quality characteristics of nonlinear electric user in medium-high
voltage distribution networks[ J]. Power System Protection and
Control ,2012,40(15) ;150-155.

(7] TS, 00K, B0, 55, B E R PR 7 gy G B v
BN OTELT]. W0 R R B 3 2E 4R, 2013,25(1)
155-160.

DING Siqi, MAN Sule,CUI Can,et al. Simulation of STATCOM
for electric arc furnace governance|[ J]. Proceedings of the CSU-
EPSA,2013,25(1) :155-160.

[8] ZRUTR,FHEM, kIR, 2. ol il G B ik [T].

LI RGO A Bl ik 41, 2015,27(9) - 80-84.

QIN Zhenliang ,JIA Chunjuan,ZHANG Weixing, et al. New mo-

deling method for measuring impact load[ J]. Proceedings of the

CSU-EPSA,2015,27(9) :80-84.

B ARRE, BN, 20T A BTRBIEUR 1T IR0 H I v RE BT

HEEIRBTIEL ], £ 2R J),2012,40(2) :251-256.

LYU Zhisheng, YAN Liwei, LUO Aiqing, et al. Impact of new

—
=)
[t}

energy power grid-integration on grid power quality [ J]. East
China Electric Power,2012,40(2) :251-256.
[10] mBRC,mirp , 2400, 25 ) RE vE 19 ) B 42 W) 3R G0 2 2 By
PEOR KL ] RS A 31k, 2015,39(1) :48-52.
GAO Kunlun, XIN Yaozhong, Ll Zhao, et al. Development and
process of cybersecurity protection architecture for smart grid
dispatching and control systems [ J]. Automation of Electric
Power Systems,2015,39(1) .48-52.
AR RET XVE 55, 45 WU TR E AR RRTE L
Al R g R LT ] AR R, 2013, 37 (1) .
3227-3232.
70U Chunming,ZHENG Zhiqgian, LIU Zhiyong,et al. Applica-

[11

[

tion of cyber security in industrial control systems based on se-
curity protection technology for electrical secondary system[ J].
Power System Technology,2013,37(11) :3227-3232.

FHR, BRAEms, B, 45, B — U R B M4 2 2R
B[] IR A41E,2016,40(2) -6-11.

WANG Dong,CHEN Chuanpeng, YAN Jia, et al. Pondering a

—
—_
[\

[

new-generation security architecture model for power informa-
tion network[ J]. Automation of Electric Power Systems, 2016,
40(2) :6-11.

[13] 2 [ 908 it W, . I ff BV E R BI85
LAFHPLI]. WITRSH Eh1E,2017,41(22) :162-167.
LI Tian,SU Sheng, YANG Hongming, et al. Attacks and cyber
security defense in cyber-physical power system[ J]. Automa-
tion of Electric Power Systems,2017,41(22) :162-167.

[14] 9%, RKIL, B8, 5. BT HGE AR J) CPS M4
WA [ T]. B4R ,2014,38(11) :3118-3125.
SU Sheng, WU Changjiang, MA Jun,et al. Attacker’s perspec-

tive based analysis on cyber attack mode to cyber-physical sys-



33 R 45 HLRE R A

R B &t L

tem[ J]. Power System Technology,2014,38(11) :3118-3125.

[1S] 440, s 4 A, 45, SM2 il 4 & 1 8 e 728 i ol ih I
S PR DD ).t 00 R 46 F 3 Ak, 2015, 39 (13) 5
116-123.

LUO Zhao,XIE Jihua,GU Wei, et al. Application of SM2 en-
crypted system in smart substation inner communication [ J].
Automation of Electric Power Systems,2015,39(13) :116-123.

[16] B4, 5 4, Jifh , 45, B2 SM2 % i ik & i i {5 8%
ESHREEITRT]. I RS AEhME,2014,38(6) :68-74.
LUO Zhao, XIE Jihua,GU Wei, et al. SM2-cryptosystem based
information security supporting platform in power grid[ J]. Au-
tomation of Electric Power Systems,2014,38(6) :68-74.

[17] 85, mk, SRy, 2. & T AR 6 BOoRSR I e i A

IERSE R R T ] W R % B g1k, 2013,37 (12)
81-86.
ZHAO Bing,GAO Xin, GAO Panpan,et al. A lightweight au-
thenticated protocol with key agreement for power utilization
information collecting[ J]. Automation of Electric Power Sys-
tems,2013,37(12) .81-86.

[18] B4 A MR 408, 55, a1 B R T B AT 24
HFARLT]. B &% A 3h1k,2013,37(19) :105-109.

FAN Aiwan,YANG Zhaofeng, CHANG Qiang, et al. Applica-

tion of certificateless signature scheme in electric power dis-
patching system [ J]. Automation of Electric Power Systems,
2013,37(19) :105-109.

[19] TRANEL, Ffd, AT, B REH M B Jy R O IE B R 48
[J]. HEHF7,2011,44(1) :37-40.
XU Ruzhi, GUO Jian, LI Yanhui. Power dispatching digital
certificate system in smart grid [ J]. Electric Power, 2011, 44
(1) .:37-40.

(20] BEZ4E, X L3 B RE. K048 5 -BORTE R AE A I H 14
FLT]. B A M ,2014,47(7) :128-133.
FAN Aiwan,LIU Yukun,ZHAO Weiting. Application of certifi-
cateless signcryption scheme to smart grids[ J]. Smart Grid,
2014,47(7) :128-133.

YRR

AL(1977), 55 i+, s R L AR,
B RER TS v vl | F R BT i S AR OC A (E-
mail ; chengl@ nrec.com) ;

WA (1979) , 5, Wi+, = 9 LA, )
FHR AT GBI R A AR

BHL(1988) , 55, Al 1, S gL LA, A ZE
THBRATT R FARR AR

FEAL

Design and application of power quality terminal information security
CHENG Li, XU Dongfang, ZENG Kai, LIU Zhongze, ZHU Herong
(NR Electric Co.,Ltd.,Nanjing 211102, China)

Abstract : With the development of modern computer technology and internet, the problem of information security has become

more and more obvious. Because of the simple network environment in the early times,the traditional power quality terminal is

not considered the information security issues,and is weak in resisting illegal access and network attacks. In view of the design

defects of traditional power quality terminals, a terminal design and implementation scheme based on information security is

proposed. Also,a practical solutions in access authorization, audit record, data integrity and tamper-proof modification, network

attack , backup and recovery,and source code security are provided in the scheme. The information security strength of terminal

is enhanced effectively. The security test results show that the scheme effectively enhances the terminal information security

capability and resists network attack and other risks. The implementation scheme proposed can also be applied to protection

relay, bay control unit,PMU,wave recorder and bay layer terminals.

Keywords : power quality ;information security ; digital signature ; authorization ; encryption
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